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Abstract

This paper describes an algorithm for verification of signatures
written on a pen-input tablet. The algorithm is based on a novel,
artificial neural network, called a “Siamese” neural network. This
network consists of two identical sub-networks joined at their out-
puts. During training the two sub-networks extract features from
two signatures, while the joining neuron measures the distance be-
tween the two feature vectors. Verification consists of comparing an
extracted feature vector with a stored feature vector for the signer.
Signatures closer to this stored representation than a chosen thresh-
old are accepted, all other signatures are rejected as forgeries.

1 INTRODUCTION

The aim of the project was to make a signature verification system based on the
NCR 5990 Signature Capture Device (a pen-input tablet) and to use 80 bytes or
less for signature feature storage in order that the features can be stored on the
magnetic strip of a credit-card.

Verification using a digitizer such as the 5990, which generates spatial coordinates
as a function of time, is known as dynamic verification. Much research has been
carried out on signature verification. Function-based methods, which fit a func-
tion to the pen trajectory, have been found to lead to higher performance while
parameter-based methods, which extract some number of parameters from a signa-
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ture, make a lower requirement on memory space for signature storage (see Lorette
and Plamondon (1990) for comments). We chose to use the complete time extent
of the signature, with the preprocessing described below, as input to a neural net-
work, and to allow the network to compress the information. We believe that it is
more robust to provide the network with low level features and to allow it to learn
higher order features during the training process, rather than making heuristic de-
cisions e.g. such as segmentation into balistic strokes. We have had success with
this method previously (Guyon et al., 1990) as have other authors (Yoshimura and
Yoshimura, 1992).

2 DATA COLLECTION

All signature data was collected using 5990 Signature Capture Devices. They consist
of an LCD overlayed with a transparent digitizer. As a guide for signing, a 1 inch by
3 inches box was displayed on the LCD. However all data captured both inside and
outside this box, from first pen down to last pen up, was returned by the device.
The 5990 provides the trajectory of the signature in Cartesian coordinates as a
function of time. Both the trajectory of the pen on the pad and of the pen above
the pad (within a certain proximity of the pad) are recorded. It also uses a pen
pressure measurement to report whether the pen is touching the writing screen or
is in the air. Forgers usually copy the shape of a signature. Using such a tablet
for signature entry means that a forger must copy both dynamic information and
the trajectory of the pen in the air. Neither of these are easily available to a forger
and it is hoped that capturing such information from signatures will make the task
of a forger much harder. Strangio (1976), Herbst and Liu (1977b) have reported
that pen up trajectory is hard to imitate, but also less repeatable for the signer.
The spatial resolution of signatures from the 5990 is about 300 dots per inch, the
time resolution 200 samples per second and the pad’s surface is 5.5 inches by 3.5
inches. Performance was also measured using the same data treated to have a lower
resolution of 100 dots per inch. This had essentially no effect on the results.

Data was collected in a university and at Bell Laboratories and NCR cafeterias.
Signature donors were asked to sign their signature as consistently as possible or
to make forgeries. When producing forgeries, the signer was shown an example
of the genuine signature on a computer screen. The amount of effort made in
producing forgeries varied. Some people practiced or signed the signature of people
they knew, others made little effort. Hence, forgeries varied from undetectable to
obviously different. Skilled forgeries are the most difficult to detect, but in real life a
range of forgeries occur from skilled ones to the signatures of the forger themselves.

Except at Bell Labs., the data collection was not closely monitored so it was no
surprise when the data was found to be quite noisy. It was cleaned up according to
the following rules:

¢ Genuine signatures must have between 80% and 120% of the strokes of
the first signature signed and, if readable, be of the same name as that
typed into the data collection system. (The majority of the signatures were
donated by residents of North America, and, typical for such signatures,
were readable.) The aim of this was to remove signatures for which only






